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<54) SECRET INFORMATION COMMUNICATION METHOD AND SECRET INFORMATION 
COMMUNICATION DEVICE 

<57)Abstract: 

PURPOSE: To prevent the communication contents from 
being decoded by a third party only if numerial values 
which are unnecessary to be kept secret and are short in 
figures are set to a communication device. 
CONSTITUTION: A cryptographic key to be used in a 
secret key cryptography device 201 is ciphered in an 
open key cryptography device 402 and is made to be 
transmitted to a communication device, and further, an 
open key to be used in the open key cryptography 
device 402 is made to be transmitted and received 
to/from the communication device. The hash value of the 
open key received by the communication device is 
calculated in a hash calculation circuit 104, the hash 
value and the hash value to be supplied from an input 
terminal 106 are compared in a comparator 108 and a communication is terminated if the both 
of them do not coicide. The hash value of the open key recorded in the communication device 
of a communication opposite party is preliminarily supplied to the input terminal 106. 
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(57) inn] 

[«fifc] 201 -c«ffl-r5f«#«sr^ 

BB8lBt-§^e4 0 2-eR£-§-fcLT:®{ig«tw2!ffi;*-l3r, 
*P>^Pi«ifit-g-^B4 0 2-effiffl-f-5^PB«Srii«^ 

ro^yValSSr^y-Va.fi-jSlHlKl 0 -t 
£D^y->affi[i:A^«S^l O 6 fr^yf;*. 
«tS:ittS5«i 0 SL-fctttUiil 
ftSr»Ti-5o **5, A^ffi^- 10 6 fctt, ^it>. iiffi 

«|&L-C*s<. 




(2) 



4 4 8 3 2 



[#?F»#©S6B] 

[it** 1 1 *—9 *8*»**-e«HWt UTeSI 
VM$, iiffi«r!l*T-t-^ii«i^T^7 1 3'7 p i:«:-&tfri:Sr 10 

L, S«giB&-i-<Dlif-§^iSr^§l®lit-g-T-lit-§-YkUT€S 
-r3ffi«titfaii{iggl-*5^-c, ^rWfllBt 

fix v * 5 y > » g t WfS^3¥ * ^ y :/-e «•* £ *tfc4fc 
«|c*S^Tg^ y v-~g#— Sc L^B#, iifl&i&T-t- 

Slgo 

[0 0 0 1 1 

[ieS£±©ffJfl!#»] *?§93I4, SS^7r^5/5y^ 
[0 0 0 2] 

t fc -3 < gig t ^BUSPff-i-tc t <5 < gSgasiS < & h ix 



h yen*?- 9 Sr«-§-<fc-r S © JCffl V > Z> u v * 

fcf*— h 7c ©x— * & m^-it-r z © izm v » s ut-?-® 

taWiS *>©-?$>*«, ^BifitffiF^-Cttv «-fHU3©Ri 

mic»tUT?#«*s, R£#{UB©P&^*»S>tt&-IHfcfll© 
ffefmZ&MXZteW r©fc», ffif-IHfcffl ©!*-§«£ 

*v\ r©teSr3cK, Bf^t:ffl©i«^*i.fctf«-§-fc/fl 

0^1 2Ji 5 Bizmf&Ztilty'tfTz.i:-?'?* x <D. 
W. Davies an dW. L. Price)!^ 
vW-9 7* >n ?£fizni,^Mt*.&*>Zo 

[0 0 0 3] I2li, S««iBff-§-{C't>i<$<8MB«^ii 

m®mm&msL 201 A^ig^ 203 frhmmtsti 

Zt&tmx. X*i& : f-2 0 5t>*t>^*j£tiZ7 t -9icM 

egi/^fA2 0 2CHiAt5„ -^r. SH6«BS-§-^g 
2 0 114, A*ffl^2 0 3d>C«i^$iX5Bt#«^, 
3|v'^5 1 A2 0 2fr<b*t)£ilZ7 ! >-9\Z.ML.Xmmm 
Bt-^<offi-g-fbSr^v\ ^-g-ffcSnfcT*— ^SrW^JiS J ? L 2 
0 4^t,W^-r5 o eS->^^^2 0 2tt, SMB»Bf-§- 

#^g2 0 1 ^«ti^-r5. **5, ffilS.«^*jHli»«©7 
r^->5 V K:fcv>Ta2©^{f$8ji«&g£:fl!v^» 

•g-tcr±, e2i^^7 i A2 0 2«:««sa^gi:^*tHii»iW 

A2 0 2&¥<Di.5\Z.m&£iXXi,'>Xhmt>ti:i,\ * 

fc, 2 0 3 \tmte£ttz,i&Gmtti. m 2 <dws 
i»«a«^g©«**ixfciim^g©(£ffl#*s, 

t©sr«*&-r«> t© t-rs. 

[0004] @3ti< 02 <D©«fi| $&jI{ti£gfc::*3V'>T 
ffi*p^-5 v S%fiHtt£l2 0 1 ©S*«^Sr^-ryci 
lytmxhZo Hfc*V^Bf#4fc<a»3 0 1»4, A^J^ 
^2 0 3*>e.#i^$ix5Be#fli-X?, A^«S^-2 0Sd>?> 

Bf^-fk$ttfc7 ? -^SrW*^3.0 3^t)W^-f-5o tb 
^3S8^-3 0 3^P ? W^$4xft:7 ff - ; ?«@2»e2l^7 i 
A 2 0 2 lC^$HTV^5o «*<fc®^3 0 2 14, A^7 
^2 0 3d»f>«^$tt5Bf#«i^, A^«S^3 0 4i> 

v\ «-§-{k*ixfc7 ? - ; ?srm^ffls^2 0 4a»c>a^-r 

•5. A^jSig^S 0 4lC|4ia2<oe2lv'^7 i >2 0 2*»?> 
[0005] /£*5, S 3 ©BS-^^g-e^tott5ie««i 



(3) 



«F§B¥6 - 2 4 4 8 3 2 



Bf-n-tL-m, mz.t£. mirf^r ^t^^^ ^<omm 

IC^fft^JVtVSDE S (Data Encrypti 
onStandard : x-* lHF#fc8ite) flf-H"^ 1 

9 9 2^1 lJ!loM:-eH«Snfcf*««»**«>*« 
^Vtfi^AW^Si^tf) 2 5 9I~2 6 OHK:iE*£*V 

<!7l-Z1tlt><D®9&<om}&Jjmi*. #I¥4 - 1 2 8 4 0 

[0 0 0 6] BUtt* ^iBfiifft^-lCtt^<®^««ii 10 
gWB®Bt-§-gg 2 0 1 W\ ^§B«Bf-f§-3£«4 0 2^« 

— ^?rej*v'^7 : -A4 0 3\zmtl1rZ><, —Jj. 8M£®fi£ 
t^S2 0 1 1*. ^P§gM£#£«4 0 2a>f>{tt*&£*t5 

«rt±l*«^2 0 4^e>W^-r5o SLIS35£S4 0 1 1*7 
4 0 2 Kl{ftif&-r5o ^*D 40 6 Ktt, T»A;*jSSiF-4 

A^j$n-ciE«i$ix-c*J9, »««as^Bi«mF-§«e4 

0 2 Kittys *u ^iagi*sm^is^4 0 5^e>a^j*ix 

ta^34S-f 4 0 5i^^S5 t 4tBMtSi#2eg4 02© 
A^3«S^4 0 8 tdWu ^P®Bt^«4 0 2 ©M*tl 

^M«Bt^g4 0 2 ©A^I«^4 0 4 iCfi^BHfiiA^ 
i^*it5o AAJft?4 0 4tc«i^$^5^Mgi«:, Ifl 
ffi#roii«^go5>*y 4 0 6(dfe®$ixTV^5^B8<S 

<i><okTZ a &im«SK4 0 2tt, &m 

0 2ro*«£ftfciI«!£«#»ft*ffiL£?T 
■ofcH-Cfcixtf, £L«3S£Sg4 0 1 03ffl;ftLfc8:«£© 
«»*-i§-gig2 O 1 iz&fgrtZkk tiw. pt^-y 4 0 6 

a»&«ii&3*t58MMre, a&3&£$§4 o 1 ©m* ufc 

jfc*fc#LT&H^»©«^fcm\ A*»J-4 0 40 

1 c tftfciifcf-^ Sres->^f a 4 0 3 ^tts^-r 
* c ^mmm^mw4 o 2 a, iifsgeaspftftti 

<bixfcx-* SrS5?g«ilit-i-^tt 2 0 1 {C^-T 5„ ^eI so 



■^fA4 0 3li > 8MBiiHS-§-^g2 0 ia»P>lti;*>£ix 

5 7- * sr fc 5 —^(ow&fm^mm. 201 tc^i^r 5 

irirfctc. 4j5SH*igF-SH£fi4 0 Ifrh&tiZtt'f—V 
Srfc 5-#©^M«&f-§-gE«4 0 2K{fcifc-f S„ 09x.fi 

^*iei)Sfeffl©7r y ia$\,^xm4<ow&m&mm 

[0007] 0 4 WfiH6ffi«3i«^«-C*«:, 4*§H 

gv^©-e» @4©J;5 K7— *tzm&&v&-%XSg-flr<k£ 

[ 0 0 0 8 ] 1a 5 ra. @4 <ow&ffi nmmmm^^x 
tizt>tiz>4immm*mw.4 0 2ws*«*ss:*-r^a y 
?mxbz>o a^c*3^^T, «-^-<t®BSs 0 2ii, a^hs 

f50 8*>P)«^^ttS8HBSiT?. A^Jfcg^S 0 9*»C> 
Ktl£frZ7-?l£MVX4:mmv&^(0'&^k&ft*'\ 
«-^YklwJ:oT#P 5 ivfc7*-^S:B&^blHl^5 0 3!:tt 
^TSo A^Sg-^5 0 9JCI404«Z>iL^!t|g4 

0UStfl^Jt5S»S, A*«S^5 0 8^»i@40D^^- 

y 4 0 6<ow^j-rssHgfii^«i^*tfcv>So nt-nt:® 

g&5 0 3liAMf4 0 4A^ttte$ixi5^li^ & 

v'\ Bff^ktCio-C^^n^X-^SrttJ^Sg^S 0 6*» 
P>W^-T5.. 0 6tt04<Z>eSl^^v i A4 0 

3lCx-^S:#ti^bt:v^S. «-5Hfc®B&5 0 4«. A^J 
«S^5 0 8*^«^*lt58i«et, A^iS^S 0 7i> 

A^J £ HSt*-* UT^B3filBiF-§-<?3«#<l:Sr^ 
v\ «-^ft:lc±oT#e>ti.fc7 f — :? S:Bt#<ktHlK5 0 5 
iCtti^-rS. 5 0 6 ttia 4 A 4 O 

A^ssg^4 0 4^? 5 ^$nsi«^<i-e> &^<tim&5 

0 4frb&1&£ttZ J r-*\zMVX'Jimmv&*§r<z>(096^r 

0 1 KfS*&i-S 0 t^^SOl I*. A^3«S^4 0 8*> 

rtj Sr^b-CV^tf, A^J«8^5 0 9i^MSix5 
7*— :?Sr^UTa*iS^5 0 BHttAU — A 
ttm^f-4 0 8*»?>^if&^*tS«l^«-§-*S rilft^EAJPf 

[el^5 0 5<Otiit>&mft.VXmj]i% : *5 1 0*»P>tti^3i- 
-5. ttl^3«.^ 5 10 OtB^«ia 4 (DSf««tPf^« 2 0 

1 Ktt*&£*VtV^o 

[0 0 0 9] /i*J, SSOD^§g«tBf^«X?^i-lS^ 

^#li*j^-C»lft^ixTV>5R S A (Rivest S 
hamir and Ad 1 eman) ft^, 

i99i¥i 2 fi iz.t%fexMm£niz.m i 4m««is8& 



(4) 



mmw-e-2 4 4 8 3 2 



B8©«fifc;fr8U4, »S¥3- 2 6 8 5 1 8^jW»WBS 
[0 0 1 0 ] 

rcDfcfelc, ra^&l=3S^5fc«>©5iMj;oS;*:#v^^ 
[0011] &BNMM9-Kf> t -5< Bt-g-iifiKE-Cli. 
Ht*V\ L^LfcdSfc, 8MB«iSf^-(DBt-§^lirog$aS6 

4 fy hi£-=it<o\cM L,x-&mmm^-(02:mmti.&^i> 

(DTt 5 1 2 tfy h/f©-C, Pgg-C®*.fc»)i&*lJ<D^e 20 

IC*- K<OBt*Bt9«eSr«f*UT^H«Sr 

£«?>•*«>*>©©, iift^B©:*;* M**#<ft5i:v> 

[0 0 12] *3SW©ilSI4. 8H6Jc-T5i65>SiS«< U 
*>t«»©«v^fMI*rafll««»cKJ&f*«»t"T?» are 

[0013] #3&91©9J©BISHr4, 8H6fc:-*-5ffcg;&J*l 
«gEg&«#-*-s r. i »c *>«. 

[0 0 14] 

sr^wawf ^-enf-n-fls u-cear««*flma«3Sr«fefc 

Bf^fy^t, ^«>a«*B**»6a6»nTV^5/NyV 

V>TH^ y S/»«^— ft Ifev**. a«Sr»T-f em 
i&T*^ yrt **tr£ k ^-fsattflWaflMf 

[0 0 15] HI-, **9IJ::h.rf % «nea«l*T*^y 

^tss^fs'T't, a«*T»*»=je»ur» are so 



©»*flMia«*tfe*»6iis. 

10016] X« *£91iCj:*Vi2« «ne*jj**yy:r 

«n»aflr;Sfifea«»6*ts. 

[0017] ^©«fc5ic, ^aMMMa¥a»6>»fc;h/cv* 

[0 0 18] Mc, IWEItlfc^yy^H:. ^«>a©«# 
*> 6 a fe ixT V > $ ✓ n y a. ®4 «Tffitt» * 7 1 y ZfXUW 
Zfr1iL'&Mm<D'^vi/=>-m.k Sr^K1HK:g^£i2:;tT 

jtiH-s r 4 »'NW4-rs'ffra«>8aiff«aa^rttc3»t» 

4eaS*t*:^H»©^j/->a.«i©Jt«E43J:tfafS«r 
*Tr5^*»0«Wfca««E«©««#fc'ff*Ht"Ct) 

[0019] x, *f&93K:«fc*u4\ 7~-*£u®mm%- 
-cvf-t^bTea-rssaiffttaaaaicjisv^-c. 

<ifc, ^SB®ffif§-©^§ieSrS«-rsS(i^e4. s 

a«*B#a»&a&ftTV*S^y^»a'*IWeW-**yy 

St. - ©*fc«fc^&fc:*i^-t W'^ y g: ufcv> 
1$, a«tlHt5*(l»T¥«i i <rWU: 

[0 0 2 0] 

item] *&mx\*. h u9sm&&'£fflt&<D^ y -^s 
i-&j£dftaak«ji.ott'Wu *©a*sr^HaK:t>o 

i5*^B8«»»#Sr^S-C#5. *&mxtt. ^§8©© 

*©a««*a» & a t>tiiz t ©x?fc 5 *»sr?ssb 

-CV>5©-e, E«©ji<fffi#©^MIi4Sm#*s^:©J: 

#14, aottici** Ea©aflt«*»c*9.«F*Lrf- 

[0 0 2 1] i©ffla*»»-r536rife4 LT«, ^y v- 

»«©*j«*«fe«ra««#r4ica3E-*-* 
j«3Sr8ti-<t*> t>^> y -> * mwcnm^mms^xm^it 

$„ UA»U**se>, r©*j£T*J4. Bf#«OEj||i:V^p 
&Jx*«i*"T»*»a»«v*. *fc, ^y ->»«*©««:» 



(5) 



6-244832 



?\c&&<o*-*-ic&<>xM&zix&&<omw.&T<ft 

[0 0 2 2] La»L&2 s <b, S£tt\ 

jEaoawti^ t^u<*5.t5 tm&zmmz&ib h 

[0 0 2 3] 

?®X$>Z, EtctJV-'T, 8He«iBt-§-S«2 0 1, 2tm 
«iBf#SS4 0 2 , ftJ$m%M4 01, ^ty406 
li v 04O^5l5»^BB@fit-§-|cti:^<iK«1f#a«3g 

ffi;*J$*l-5 04©W^jg^-4 0 5tCttJ^3$ix 30 

50-C{4/i<, fiSv'^^l 0 2ICifti££*V.5o * 
fc, ^IBiiSff^«4 0 2tX, S4coA*«S^4 0 4*» 
t^BI§a£{fci££*v3 , temisx^J* 10 2 

^e>^BB«Srtt*&$H5. e&v^xA 10 2 

x. -j,(Dmm%iW.v>**:v 4 o G&mti-tz&fflm 
t> 5-*<nmm&w<D4kMmm^rmw4 o 2tc«*& 

est^^l 0 2a»lb^>M&£;h-5^Mfl^;>< i e■ 
y 4 0 6*>P>«i^SJr5^Bfl®r±s -fci^* 1 0 1 
*ft*&£*t-C*5«K A^JfiS^-1 0 3K«*&<**v5feJ®fi-i§- 40 
JCfSC-T. if*>f>*»— ^Sr^S'^^H-^lsIKl 0 4{c« 
^■f So ^y^^W-^IelKl 0 41*. t^?10 1«> 

£fcU2?48^- 10 5 b JfclfcSi 10 8 K«*&-r* 0 it«Si 1 
0 8 »/n v. fr£le]B& 1 0 4 jj» £ ft 5 y ««? a 

^«> x A*ir?-l 0 3<offlWm^t:8ii¥LX±u?fi l 

o i»m^t Lt^^y 4 o 6<Dta^sr^R$* x so 



y 4 o 6 ^ia»$*tfc^§i«03^5'->3.ffiS:a^«g^ 1 

*J<o tLt, JHttfrSIRfcH:, -fci^* l o lrofcH 

* t i/ceas^y a 102 <om%;-rz2:mmzm&.z 

fflSrA^-TS. eai^T'Al 0 2Sr^LTS^ 

LTV^ii««#<D^*y 4 0 6 tciafib^H-cvs^M 

©©/N^v-atti:, mmnmmm^v** )) 4 o 

ifctfcSgl 0 7 li#$fMH§-£3S3rf 5. H^SS^l 0 7^ 

e&->*^Al 0 2[£{ft*&;**U ««flr##*^b«:« 
btf.tem*s**rJ*\ 0 2fiji«£r*$T-*-5. 
[00 24] fc*:U fglS<Z>«fc 

tfcS& 1 0 8 &tefc>1* ^ y v^tfJIMBS 10 4 roffi^) 
y i^tf ft*— *>5*»©J*« Sr^ffl^tcfi 1 
SrA^ijg? 1 0 6ive>it«ESl 0 8{cj£««*&-ar-f{c N 
*^Hsti5«i o 8irtti^U-Ct«ip^v\ 0Hx:lf, 7r 

m^<om.m&^-\zwt x #=>— K<ee§jo t^> ^ 

ro+ii3S6:*^Sril«^etcA^ VX. il«^gtt^wSc 

limpet* # Kic^vvfc^ ttSriteESg ! 

[00 2 5] Jfc*5. @ 1 <T>'^v ->a.W-|HaU6 104 

92¥iu tc^jit:§s<i$ tutmmmm t *<o&m ~> 

^fiSr^i-S^t-C, «A.tfS-S5 1 2 try hw^ria 

M&<om^mmmmz.mm.£tix\,^z. fc«fb, ^ -y ^ 

aff^li]^ 10 4 Xii^ y ~>=.m<D4Lf&Jjm-tti:t>ib^ 



(6) 



#M?6-244 8 3 2 



10 



10 0 2 61 

mm iz.4kMm<o&m3-m t^y « * tm-r s * * © 
[hi] *&w<o®s8immmmj7m&nft-rzm®mn 



10 



[13] 02 cog&ffitt»ffi&B<B8tt*l«-§-!£B 2 O 

1 <DS*filfi£ Sr^-t-ttltg^n y * 0 O 

[0 4] ^H®ll&#icfci:<5<?E3l5C0ffi«^«ii<i^B 
OS*filfigSr*-r«l|g^o y y0 o 

[0 5] 0 4 0«Wffitt9tt£B*>&Hei**£C4 O 

2 WS*fllJEKSr^-t-«8itg^ b y y 0 O 

10 2 fcf&^^^A 



10 4 

10 8 

2 0 1 

2 0 2 

4 0 1 

4 0 2 

4 0 3 

4 0 6 



[02] 




203 



203 
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&ffl¥-6- 2 4 4 8 3 2 
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408 
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401 



1 



'jkmm 



x^y 



■s — 

402 



406 



-fe U^^t 
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201 
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WHHII1 



-^-^205 
204 

Ov.408 




















ttSE» 












104 
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402 



as . 



401 



**y 



101 



I! 



406 
407 









ffj(|g|% 








tttm 


S 

104 











107 106 



•105 



103 



103 



105 



106 107 



(8) 



&MW-6-2 4 4 8 3 2 



[03] 



205 




204 



*Ov-303 



CK-304 



[H4] 




403 



404 




(9) 
l®5] 



#§fi¥6 -2448 32 



402 




0^508 



ov.404 



(5i) int. ci. 5 @ss'jfa# Frftmmm& f i m^kmmwi 

H 0 4 L 9/10 
9/12 



